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DETAILED ACTION 



Claim Status 

This is in response to application filed on May 30, 2007 in which claims 1-14 are 
presented for examination. 

Election/Restrictions 

1 . Applicant's election without traverse of Group I (claims 1-14) in the reply filed on 
04/16/10 is acknowledged. Claims 15-17 are withdrawn from further consideration 
pursuant to 37 CFR 1 .142(b) as being drawn to nonelected Groups II, there being no 
allowable generic or linking claim. Election was made without traverse in the reply 
filed on 04/16/10. 

Information Disclosure Statement 

2. The information disclosure statements (IDS) submitted on 07/13/2006 and 5/30/2007 
are in compliance with the provisions of 37 CFR 1 .97. Accordingly, the information 
disclosure statements are being considered by the examiner. 

Claim Rejections - 35 USC §112 

3. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 
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4. Claims 6, 11, 12, 13 and 14 are rejected under 35 U.S.C. 112, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject 
matter which applicant regards as the invention. In claim 6 the limitation which 
states "maximum number of Binding Update messages to accept while it is unclear 
whether a dynamic routing protocol will be run by an away mobile router" is vague 
and does not clearly define the limitations of the said parameter. Claim 1 1 is nested 
if statement which can invoke an indeterminate or indefinite state. For instance the 
limitation: "whereas if the mobile router is authorized to run dynamic routing protocol, 
consulting the Route Manager if the mobile router has already sent routing update 
messages", does not provide an escape clause for the if statement which can lead to 
an indeterminate or indefinite state. Claim 12 is nested if statement which can invoke 
an indeterminate or indefinite state. For instance the limitation: "checking configured 
error behavior in the configuration information for the mobile router" is not definite in 
terms of specifying all the possible combination. For example the claim limitations 
such as: configured error behavior is to tear down, ignore silently or ignore are 
stated but there is no definite statement or clause which claims that there are no 
other possible states, as such claim 12 is indefinite. Claim 13 is nested if statement 
which can invoke an indeterminate or indefinite state. For instance the limitation: 
"whereas if the prefix information specified in the binding update message is valid 
and the mobile router is authorized to run dynamic routing protocol, consulting the 
Route Manager if the mobile router has already sent routing update messages", 
does not provide an escape clause for the if statement which can lead to an 
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indeterminate or indefinite state. Claim 14 is nested if statement which can invoke an 
indeterminate or indefinite state. For instance the limitation: "whereas if the mobile 
router is authorized to run dynamic routing protocol, consulting the Route Manager if 
the mobile router has already sent routing update messages", does not provide an 
escape clause for the if statement which can lead to an indeterminate or indefinite 
state. 

Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 1-6 are rejected under 35 U.S.C 103(a) as being unpatentable over Momona 
(US Patent Application Publication No. 2003/01 04807) in view of Sturniolo et al. (US 
Patent Application Publication No. 2006/0009213). 

Regarding claim 1, Momona teaches an apparatus used in a communication 
node in a packet-switched data communication network wherein the communication 
node serves as a home agent for mobile routers so that a bi-directional tunnel is 
established between the home agent and the mobile router through which packets sent 
to the mobile network behind the mobile router are intercepted by the home agent and 
forwarded to the mobile router through the bi-directional tunnel, and packets sent by 
nodes from the mobile network are intercepted by the mobile router and forwarded to 
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the home agent through the bi-directional tunnel to be further routed to the appropriate 
destination (as described in paragraph [0047] and Fig. 1; e.g. Home agent HA1, router 
104, mobile node MN1, paragraph [0006], lines 7-11; e.g. tunneling between the home 
and visiting domains - official notice is taken that intercepting packets and forwarding in 
a tunnel between home agent and mobile routers (e.g. foreign agents) is well know in 
the art such as in Yokote (US Patent Application Publication 2002/0147820)), the 
apparatus comprising: 

an Incoming Packet Processor that processes all incoming packets for standard 
networking protocol processing, and passing packets to different components once the 
types of the incoming packets are identified (as described in paragraph [0055], line 9, 
paragraph [0059] and Fig. 6; e.g. packet decapsulation unit 144); 

an Outgoing Packet Processor that performs all processing required before 
sending a packet out to physical media (as described in paragraph [0055], line 8, 
paragraph [0059] and Fig. 6; e.g. packet encapsulation unit 143); 

a Binding Manager that maintains the binding between home-address and care- 
of-addresses of registered mobile nodes, and also handles data packets received by the 
Incoming Packet Processor that are identified to be related to binding of registered 
mobile routers' addresses (as described in paragraph [0054], lines 1-13 and Fig. 6; e.g. 
address management table 134, home address field 134-1, care-of address filed 134-2); 

a Route Manager that maintains the routing information and handles routing 
update messages that are received by the Incoming Packet Processor (as described in 
paragraph [0055], lines 1-12 and Fig. 6); and 
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a Forwarding Unit that is responsible for the routing of packets to other nodes (as 
described in paragraph [0049]; network interface 113, using a wireless or wired link). 

Momona does not explicitly teach a Configuration Interface that provide 
configuration information about the home agent and all its legal mobile router users. 

Sturniolo teaches a Configuration Interface that provide configuration information 
about the home agent and all its legal mobile router users (as described in paragraph 
[0110]; e.g. a web-based configuration interface, SNMP - official notice is taken that 
configuration interfaces for servers such as home agent or mobile router through e.g. 
SNMP is well now in the art). 

Therefore it would have been obvious to a person with ordinary skill in the art at 
the time the invention was made to modify Momona to include a configuration interface 
to HA as described by Sturniolo in order to offer configuration capability for HA and 
hence provide a more capable and versatile communication system to the users. 

Regarding claim 2, Momona does not explicitly teach that the Configuration 
Interface loads the information from a secondary storage during system boot-up, and 
reloads the information when it detects that such information has been modified. 

Sturniolo teaches that the Configuration Interface loads the information from a 
secondary storage during system boot-up, and reloads the information when it detects 
that such information has been modified (as described in paragraph [01 10]; e.g. SNMP - 
official notice is taken that loading configuration information during booting using SNMP 
managed system (e.g. from a secondary storage of a SNMP manager) through the 
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configuration interfaces as well as updating information as detected on SNMP clients 
(e.g. servers such as home agent or mobile router) are well now in the art). 

Therefore it would have been obvious to a person with ordinary skill in the art at 
the time the invention was made to modify Momona to provide system configuration 
from a secondary system or storage device as described by Sturniolo in order to offer 
automated parameter or system updates and hence provide a more capable and 
versatile communication system to the users. 

Regarding claim 3, Momona does not explicitly teach that the Configuration 
Interface retrieves the configuration information based on input for adapting 
configuration parameters from a human administrator in real time. 

Sturniolo teaches that the Configuration Interface retrieves the configuration 
information based on input for adapting configuration parameters from a human 
administrator in real time (as described in paragraph [01 10]; e.g. local user interface). 

Therefore it would have been obvious to a person with ordinary skill in the art at 
the time the invention was made to modify Momona to provide system configuration 
using a local a user administrator in real time as described by Sturniolo in order to offer 
real time parameter or system updates and hence provide a more capable and versatile 
communication system to the users. 

Regarding claim 4, Momona does not explicitly teach that the Configuration 
Interface loads the configuration information from a remote central database. 
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Sturniolo teaches that the Configuration Interface loads the configuration 
information from a remote central database (as described in paragraph [01 10]; e.g. 
web-based configuration). 

Therefore it would have been obvious to a person with ordinary skill in the art at 
the time the invention was made to modify Momona to provide system configuration 
through a remote database as described by Sturniolo in order to offer centralized 
parameter or system updates and hence provide a more capable and versatile 
communication system to the users. 

Regarding claim 5, Momona does not explicitly teach that the Configuration 
Interface queries a remote central database when it receives configuration parameter 
query from other components and fetches the information from the remote central 
database to be returned to the original component that makes the inquiry. 

Sturniolo teaches that the Configuration Interface queries a remote central 
database when it receives configuration parameter query from other components and 
fetches the information from the remote central database to be returned to the original 
component that makes the inquiry (as described in paragraph [01 10]; e.g. configuration 
queries from a remote SNMP manager through the configuration interface and updating 
accordingly). 

Therefore it would have been obvious to a person with ordinary skill in the art at 
the time the invention was made to modify Momona to provide system configuration to 
the various components through the main configuration interface as described by 
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Sturniolo in order to offer a common interface to facilitate parameter or system updates 
and hence provide a more capable and versatile communication system to the users. 

Regarding claim 6, Momona does not explicitly teach that the Configuration 
Interface further provides the following specific set of configuration parameter relating to 
the home agent: 

(i) information on whether dynamic routing protocol is enabled for mobile routers 
that are away from home; 

(ii) maximum lifetime of binding cache entries; 

(iii) maximum lifetime of routing table entries; 

(iv) lifetime of a binding cache entry to use when it is unclear whether a dynamic 
routing protocol will be run by an away mobile router; and 

(v) maximum number of Binding Update messages to accept while it is unclear 
whether a dynamic routing protocol will be run by an away mobile router. 

Sturniolo teaches that the Configuration Interface further provides the following 
specific set of configuration parameter relating to the home agent: 

(i) information on whether dynamic routing protocol is enabled for mobile routers 
that are away from home (as described in paragraphs [0014] and paragraph [01 10]); 

(ii) maximum lifetime of binding cache entries (as described in paragraphs [0048] 
and paragraph [0110]); 

(iii) maximum lifetime of routing table entries (as described in paragraphs [0048] 
and paragraph [0110]); 
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(iv) lifetime of a binding cache entry to use when it is unclear whether a dynamic 
routing protocol will be run by an away mobile router (as described in paragraphs [0048] 
and paragraph [0110]); and 

(v) maximum number of Binding Update messages to accept while it is unclear 
whether a dynamic routing protocol will be run by an away mobile router (as described 
in paragraphs [0232] and paragraph [0110]). 

Therefore it would have been obvious to a person with ordinary skill in the art at 
the time the invention was made to modify Momona to provide limitations for the various 
configuration parameter updates as described by Sturniolo in order to offer a robust 
configuration and hence provide a more capable and versatile communication system to 
the users. 

7. Claims 7-10 are rejected under 35 U.S.C 103(a) as being unpatentable over 
Momona in view of Sturniolo et al. and further in view of Markki et al. (US Patent 
Application Publication No. 2008/0089257). 

Regarding claim 7, Momona does not explicitly teach that the Configuration 

Interface further provides the following specific set of configuration parameter for each 

mobile router that is a legal user of the home agent: 

(i) information on security associations of mobile router (such as pre-established 
security key associated to the mobile router); 

(ii) information on whether the particular mobile router is authorized to run 
dynamic routing protocols; 
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(iii) type of dynamic routing protocols the mobile router is authorized to run; 

(iv) the set of default network prefixes that are associated to the mobile router; 

(v) range of network prefixes that can be legally associated to the mobile router; 

and 

(vi) default action to be taken when the prefix information contained in a binding 
update message is in conflict or inconsistent with the routing information sent by the 
mobile router. 

Sturniolo teaches that the Configuration Interface further provides the following 
specific set of configuration parameter for each mobile router that is a legal user of the 
home agent: 

(i) information on security associations of mobile router (such as pre-established 
security key associated to the mobile router) (as described in paragraphs [0026] and 
[0125]; e.g. inherently security association of the mobile router is exchanged). 

Therefore it would have been obvious to a person with ordinary skill in the art at 
the time the invention was made to modify Momona to communicate security 
associations of mobile router as described by Sturniolo in order to offer a secure system 
and hence provide a more capable and versatile communication system to the users. 

Momona in view of Sturniolo does not explicitly teach that: 

(ii) information on whether the particular mobile router is authorized to run 
dynamic routing protocols; 

(iii) type of dynamic routing protocols the mobile router is authorized to run; 

(iv) the set of default network prefixes that are associated to the mobile router; 
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(v) range of network prefixes that can be legally associated to the mobile router; 

and 

(vi) default action to be taken when the prefix information contained in a binding 
update message is in conflict or inconsistent with the routing information sent by the 
mobile router. 

Markki teaches that: 

(ii) information on whether the particular mobile router is authorized to run 
dynamic routing protocols (as described in paragraph [0022]; e.g. the mobile router is 
authorized to run dynamic routing protocols); 

(iii) type of dynamic routing protocols the mobile router is authorized to run (as 
described in paragraphs [0022]-[0024]; e.g. inherently the type is communicated by the 
home agent); 

(iv) the set of default network prefixes that are associated to the mobile router (as 
described in paragraphs [0007] and [0027]; e.g. inherently the prefix is communicated to 
the mobile router before packets can be sent); 

(v) range of network prefixes that can be legally associated to the mobile router 
(as described in paragraphs [0027] and [0040]; e.g. periodic updates of prefixes 
includes range); and 

(vi) default action to be taken when the prefix information contained in a binding 
update message is in conflict or inconsistent with the routing information sent by the 
mobile router (as described in paragraphs [0027], [0040] and [0044]; official action is 
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taken that the default action taken by a mobile router in case of inconsistent prefix is 
inherently part of a default error handling routine incorporated into routers). 

Therefore it would have been obvious to a person with ordinary skill in the art at 
the time the invention was made to modify Momona in view of Sturniolo to communicate 
authorization for using dynamic routing protocols and network prefix information as 
described by Markki in order to efficiently route the information and hence provide a 
more capable and versatile communication system to the users. 

Regarding claim 8, Momona teaches the Binding Manager further maintains the 
following information about each registered mobile router: 

(i) home-address of the mobile router (as described in paragraph [0054] and Fig. 
6; e.g. home address); 

(ii) care-of-address of the mobile router (as described in paragraph [0054] and 
Fig. 6; e.g. care-of-address); 

(iii) the mode (implicit or explicit) of the last successful binding update message 
received from the mobile router (as described in paragraphs [0052]-[0054]); 

Sturniolo teaches that: 

(iv) the time at which this set of information will expire (as described in paragraph 
[0204]; e.g. expiration time is maintained by the binding manager). 

Therefore it would have been obvious to a person with ordinary skill in the art at 
the time the invention was made to modify Momona to maintain the expiration time for 
binding information as described by Sturniolo in order to offer a robust system and 
hence provide a more capable and versatile communication system to the users. 
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Momona in view of Sturniolo does not explicitly teach that: 

(v) prefix information contained in the last successful binding update message 
received; and 

(vi) the number of binding update messages received from the mobile router 
while it is still unclear whether a dynamic routing protocol will be run by the mobile 
router. 

Markki teaches that: 

(v) prefix information contained in the last successful binding update message 
received (as described in paragraphs [0027] and [0040]; e.g. inherently the prefix 
information is in the binding update); and 

(vi) the number of binding update messages received from the mobile router 
while it is still unclear whether a dynamic routing protocol will be run by the mobile 
router (as described in paragraphs [0022]-[0024]). 

Therefore it would have been obvious to a person with ordinary skill in the art at 
the time the invention was made to modify Momona in view of Sturniolo to communicate 
prefix information in the binding updates and number of binding updates under dynamic 
routing protocols as described by Markki in order to efficiently route the information and 
hence provide a more capable and versatile communication system to the users. 

Regarding claim 9, Momona teaches that the Binding Manager temporarily 
accepts binding update from a mobile router that does not explicitly specifies any mobile 
network prefix and does not have a default associated network prefix to wait for the 
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mobile router to run a dynamic routing protocol by specifying a short Lifetime value in 
the binding acknowledgement (as described in paragraphs [0079] and [0081]). 

Momona does not explicitly teach that Binding Manager rejects subsequent 
binding updates if the mobile router fail to send prefix information using a dynamic 
routing protocol after a pre-determined period of time since the first binding update is 
accepted. 

Sturniolo teaches that Binding Manager rejects subsequent binding updates if the 
mobile router fail to send prefix information using a dynamic routing protocol after a pre- 
determined period of time since the first binding update is accepted (as described in 
paragraph [0204]; e.g. expiration time is maintained by the binding manager). 

Therefore it would have been obvious to a person with ordinary skill in the art at 
the time the invention was made to modify Momona to reject binding updates after the 
expiration time as described by Sturniolo in order to offer a robust system and hence 
provide a more capable and versatile communication system to the users. 

Regarding claim 10, Momona does not explicitly teach that the Binding Manager 
temporarily accepts binding update from a mobile router that explicitly specifies a single 
or plurality of mobile network prefix to wait for the mobile router to run a dynamic routing 
protocol by specifying a short Lifetime value in the binding acknowledgement, and 
rejects subsequent binding updates if any of the explicitly specified prefixes is in conflict 
with the routes installed by routing update messages sent from the mobile router 
running a dynamic routing protocol, or accepts subsequent binding updates with normal 
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Lifetime values if there is no such conflict after a pre-determined period of time since the 
first binding update is accepted. 

Sturniolo teaches that the Binding Manager temporarily accepts binding update 
from a mobile router that explicitly specifies a single or plurality of mobile network prefix 
to wait for the mobile router to run a dynamic routing protocol by specifying a short 
Lifetime value in the binding acknowledgement, and rejects subsequent binding updates 
if any of the explicitly specified prefixes is in conflict with the routes installed by routing 
update messages sent from the mobile router running a dynamic routing protocol (as 
described in paragraphs [0022]-[0024] and [0027]), or 

accepts subsequent binding updates with normal Lifetime values if there is no 
such conflict after a pre-determined period of time since the first binding update is 
accepted (as described in paragraphs [0022]-[0024] and [0027]). 

Therefore it would have been obvious to a person with ordinary skill in the art at 
the time the invention was made to modify Momona to accept or reject binding updates 
based o expiration time and prefix conflicts as described by Sturniolo in order to 
efficiently route the information and hence provide a more capable and versatile 
communication system to the users. 

Conclusion 

8. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to JALALEDDIN AMIRMOKRI whose telephone 
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number is (571)270-5880. The examiner can normally be reached on M-F 8am-5m 
EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, PATRICK EDOUARD can be reached on (571)272-7603. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/J A.I 
06/12/10 

/Patrick N. Edouard/ 

Supervisory Patent Examiner, Art Unit 2617 



